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SPECIFICATIONS OF THE EDUCATIONAL RESOURCE 

Reda and Neto: Caring for our Personal Data  

www.kontuzdatos.info 

1. 
Identificatio
n 
information  

Title: Reda and Neto: Caring for our Personal Data. Audiovisual 
educational resource regarding privacy and personal data, intended 
for students aged 9 to 11. 

Year: 2010, 28 January 

 Organizers: The Basque Data Protection Agency (AVPD, 
www.avpd.es), with the collaboration of PantallasAmigas 
(www.PantallasAmigas.net) and council from the Basque Government 
Department of Education, Investigation and Universities. 

2. 
Description 
of Project or 
Resource 

 

The resource consists of a series of audiovisual animations in flash 
format as well as a didactic guide for teachers that allows 
instructors to design educational sessions using diverse learning 
activities related to the animations. 

The educational material is located at a specific web page, 
www.kontuzdatos.info, which explores the issue of how to protect the 
privacy of one’s own personal life as well as that of the lives of others 
when personal information is involved. It is aimed at adolescents, 
children and the school community. Different projects can be 
accessed through this web page, including: Kontuzdatos, “You 
Decide” (ages 15-17) and manuals on the use of technology by young 
people (ages 9-11; 12-14; 15-17). 

3. 
Objectives 

 

The resource’s ultimate objectives are: 

For children to appreciate the value of their personal 
information and that of others, particularly in digital media. They 
will learn that they can be identified through this information and thus 
transmit an image of themselves; another person can make a 
decision that affects them. 

• For children to develop a consistent, active attitude 
regarding the control of personal information, their own 
and that of others. 

The objective is not to transmit to these children a great deal of 
knowledge or skills that enable them to protect their personal 
information. 

Rather, the goal is that the children learn basic attitudes: that is, 
they are to understand the importance of personal information for 
one’s privacy and develop an active and responsible attitude towards 
the control of personal data.  

 

http://www.avpd.es
http://www.PantallasAmigas.net
http://www.kontuzdatos.info


SPECIFICATIONS OF THE EDUCATIONAL RESOURCE 

Reda and Neto: Caring for our Personal Data  

www.kontuzdatos.info 

3. 
Objectives  

In order for children to want to learn new attitudes, the material must 
communicate with them on their level. Thus, the material takes on 
their style of communication: it uses short audiovisual resources to 
present classic characters and stories as well as practical on- and offline 
activities that involve the family and lead to understanding through 
discovery. 

4. Target 
Population 

 

Children, ages 9 to 11, that have had contact with the Internet and 
other ICTs.   

In the educational context, it is intended for use in the 4th, 5th and 6th 
courses of primary school. 

So that the family can also be involved as teaching agent, the materials 
include activities to be carried out with the child at home. 

5. Privacy 
content 

 

The basic idea, present in all of the animations, is that it is important to 
control and protect one’s personal information and that of others. 

ANIMATIONS. Each of the 4 cartoons lasts less than 2 minutes. The 
cartoons show their protagonists, Reda and Neto (names created from 
the Spanish terms for “web” and “net”—red and net), leading different 
adventures that aim to symbolically illustrate the following ideas: 

1. You have a lot of personal data and your image is important 
2. Your personal information is as precious as a treasure: protect it 
3. You have the right to not share your personal information 
4. Others’ personal information does not belong to you, but protect it 

as if it were your own. 

ACTIVITY GUIDE FOR THE SESSIONS. After each animation is viewed, 
the resource plants questions intended for verbal debate in groups, as 
well as practical on- and offline activities for the classroom, which 
encourage students to explore the ideas presented by the adventures in a 
real-world context. In addition, related activities to be carried out with the 
family are suggested. The objective of these activities is to raise the 
family’s awareness of the fact that parents also play a teaching role in 
education regarding the use of information and communication 
technologies (ICTs), a role that can only be carried out by exploring these 
ICTs together with their children. 

WEB PAGE. In order to facilitate access to the teaching material to the 
entire education community, a web page, www.kontuzdatos.info, has 
been created. The site explores data privacy and protection and can be 
consulted in or outside the classroom. 

 
 



 

SPECIFICATIONS OF THE EDUCATIONAL RESOURCE 

Reda and Neto: Caring for our Personal Data  

www.kontuzdatos.info

5. Privacy 
Content  

WEB PAGE. The animations and activities can be viewed here and the 
resource’s specifications and didactic guide are available for download.  

The resource’s location is advantageous, as it encourages users to 
consult other educational projects directed to the same age range—or 
others—so that teachers can design or combine other learning activities, 
etc. 

 
6. 
Activities 
to be 
carried 
out by the 
children 

 

Viewing of animations. This is a receptive activity that encourages 
learners to group share their understanding of the stories’ implications. 

Activities in the didactic guide 

• online search and experimentation activities conducted in small 
groups (web pages and social networks for children, etc.) 

• fun offline activities involving working with personal data 
• structured group activities inviting reflection and debate 
• online experimentation activities for families 
• offline reflection activities for families. 

 

7. The 
context of 
learning  

Formal education, framed by regular activities in educational centres 
(tutorials, etc.). A group of students and one instructor will participate. 

Education in the family. Through their participation in on- and 
offline activities with their children, families will be made aware of 
their role as educators in their children’s understanding of the use 
of ICTs. 

 



 
2. Development of the Project  

The programme “The Adventures of Reda and Neto: Caring for our Personal 
Data” is designed to react to children’s educative needs in order to enable 
them to safely use new information and communication technologies with the 
least risk to their privacy. 

The following two elements are presented below in order to further explain this 
educational resource: 

• the social context in which these educational needs originate and 
• how the Basque Basic Education curriculum approaches the need to 

teach and learn the positive value of one’s privacy and respect for the 
right to data protection. 

Social Context 

A good starting point in a discussion of the social context is to consider that 
the protection of personal data is part of a wider issue: that of the 
protection of one’s privacy and human dignity. 

The right to privacy is related to the nature and scope of the right of all 
individuals to act independently, protected from unjustifiable outside 
influences. It is also understood as the capacity to control one’s personal 
information. Each individual must enjoy the freedom to decide whether 
personal information is to be released, within the confines of limitations 
imposed in order to safeguard legitimate state or other interests. 

The right to data protection1 guarantees respect for individuals’ privacy, 
particularly in a Knowledge Society in which new forms of social, labour, 
commercial, etc. communication have been developed, and in which the flow of 
personal information—both real and fictitious—is difficult to control and is 
potentially exposed to risks inherent to the Internet and communication 
through electronic media.  

The principal risks to which people are exposed, which stem from the 
uncontrolled flow of personal data, are: the loss of privacy, damage to one’s 
image, reputation or honour, including harassment, economic losses due to 
data and identity theft, nuisance and discomfort due to unsolicited marketing 
and finally excessive control due to manipulation of personal information 
carried out through harmful data collection techniques. 
                                                 

1  
 
The basic legal references are: LO 15/1999, 13 December, on the Protection of Personal Data and RD 

1720/2007, 21 December, by which the Regulations for the Development of the LO is passed..  
 



Considering these risks and the corresponding damage caused, we must 
analyze whether citizens are informed of their right to privacy. Studies 
of the social perception of data protection conclude that citizens only perceive 
threats when the economic variable, which encompasses fraud or the theft of 
money, comes into play. In addition, rights related to data protection (rights to 
access, correct, delete and prevent the processing of one’s personal data) are 
scarcely exercised, in part because people are unaware that they have these 
rights.  

The state of the educational community, in particular that of families, is 
probably similar to the one described above: that is, they have not reflected 
sufficiently on the threats to privacy that stem from constant use of ICTs. Nor 
do they know the responsibilities, rights and measures that must be considered 
in order to carry out the safe use of ICTs, respectful towards oneself and 
others. These circumstances make it difficult to educate and train children if 
the entire school community is not also instructed and enlightened. 

In addition to these considerations, we must keep in mind that youths and 
school-aged children are probably one of the populations that are most 
exposed to potential threats and risks due to their early participation in social 
networks and electronic social communication systems. The particular 
vulnerability of minors should also be mentioned, as it requires a higher 
level of protection against these risks. 

Indeed, with the emergence of Web 2.0, and of social networks in particular, 
a culture of sharing among minors has been brought about, without any 
consideration for the advisability of these actions. Another fact to consider is 
the habit of consuming short-length audiovisual content, demonstrated 
by a number of studies to be increasingly common. The website that is most 
commonly referred to in these studies is YouTube.  

Reacting to the uncertainty of this situation, a number of national and 
international organizations recommend the systemized education in the 
school community regarding the risk-free use of ICTs. 

In early 2010, this educational need is not only of vital importance, but has 
also received a definitive impulse from strategies such as Eskola 2.0, which 
includes the Internet as a tool and medium for learning in the school 
environment. At a moment in which the educational use of ICTs is being 
developed and digital educational resources are being created, it is key to 
encourage a culture of protection of personal data and privacy among the 
population. The programme “The Adventures of Reda and Neto: Caring for our 
Personal Data” can help carry out this task



Protection of Personal Data and Respect for Privacy in the Basque Basic 
Education Curriculum 

One of the Basque Data Protection Agency’s strategic points of action is to inform 
and train citizens, particularly those belonging to high risk groups, to know 
their rights and understand how to protect their privacy. 

The perspective on respect and the positive value of privacy was included in 
the Basic Education Curriculum’s competency aims for this reason2. 

The competent behaviour desired can be defined as treating one’s own personal 
information, and that of others, with respect for the right to privacy and with the 
utmost regard to the potential risks of the Internet and communication through 
electronic media. 

The behaviour is based on values and attitudes that lead to competence, such as 
an intrinsic regard for personal privacy, empathy and an appreciation for a genuine 
and real personal identity, as opposed to a fictitious or anonymous representation 
of identities.  

There are two basic competencies that are most closely related to the 
emergence and consolidation of the new behaviour described above: a) the 
handling of information and digital competence and b) social and civic 
competence. 

The curricular materials in which the objectives, content and assessment 
standards are defined are Civic Education and Human Rights and, to a lesser 
extent, Technology and Computers. 

• Primary Education Stage: Civic Education and Human Rights (age 11) 
• Compulsory Secondary Education Stage: Civic Education and Human 

Rights; Ethics and Civic Education; Technology; and Computers (ages 12 to 
15). 

In the 5th course of primary education, the subject area Understanding 
Natural, Social and Cultural Environments complements these materials in the 
subject of personal data and privacy. 

“Block 3 of Contents: Health and Personal Development” takes a “(…) critical look 
at the social factors and practices that encourage or interfere with a healthy 
development and responsible behaviour”, which is related to the subject of 
exposing one’s own data or that of others. This practice is becoming increasingly 
socially acceptable and is a constant presence in the daily lives of young users of 
ICTs. 

Similarly, “Block 7: Objects, Machines and Technologies” discusses the “(…) 
influence that technological developments has on our lives and work”. This aspect 

                                                 

2 Decree 175/2007, 16 October, by which the Basic Education curriculum is established and implanted in the 

Autonomous Community of the Basque Country. 



of the unit is closely related to how the incorporation of ICTs in our personal and 
private lives has diminished our privacy. 

The importance and potential of the educational resource presented here is evident 
in the following quotation3: 

“(…) At the same time, the new conditions of privacy must be considered, 
especially those that result from the development of new electronic and digital 
technology. The concept of civic responsibility must include respect for 
others’ privacy and personal data, as well as an awareness of the value 
and vulnerability of one’s own privacy. 

The necessary balance between the public and private spheres is one of the 
key points for our society to consider, as it combines the subjective sphere of 
privacy with the universal understanding of human rights.” 

                                                 

3 In the Introduction section regarding the class Civic Education and Human Rights in primary school, in Decree 

175/2007, 16 October, by which the Basic Education curriculum is established and implanted in the Autonomous 
Community of the Basque Country. 



3. Didactic Viewing Guide 

The objectives and content are explained and learning activities are suggested for 
each of the four animations that make up the didactic resource. 

The purpose of the animations is to become visual references with a symbolic 
value. They are to remind students of the importance of being mindful of and 
active in the control of their personal information. Specifically, the cartoons 
suggest and illustrate that personal data is like a treasure, the possibility of getting 
“caught in the net”, data travels a long distance through space, people ask for 
unnecessary data and benefit economically by using this data, etc. 

In terms of the syllabus, the learning objective falls under neither the sphere of 
knowledge nor that of skills. Rather, it is an attitude. Audiovisual media are 
effective in developing this attitude since they show students the actions, emotions 
and ideas from which the attitude is built.  

Specifically, one of the attitudes that the resource aims to transmit is that of 
being aware and active in the control of personal information: that is, 
holding oneself responsible for one’s personal information rather than feeling 
defenceless and behaving passively.  

In terms of content, the four visual animations present a key, common idea: it 
is important to control and protect one’s personal information and that of others. 

The four animations develop this idea through two characters, Reda and Neto, 
who change their physical appearance according to the stories’ contexts: the 
Middle Ages show a world of magic, while the other cartoons show Medieval castles 
and knights, pirates, and a journey through space. The names of the protagonists 
are based on the Spanish terms red and net, in English “web” and, clearly, “net”, 
respectively. The characters, therefore, stem from the Internet and social 
networks, one an ever-present present-day technology and the other a 
phenomenon that is becoming increasingly essential to communication and 
information exchange. 

Each of the stories begins with a dream that transports the characters to a 
different adventure. The narration is presented in a brief audiovisual format, 
less than two minutes, and uses humour to appeal to young students and 
simultaneously avoid the dramatic tone that so often goes hand in hand with 
warnings of the dangers of using ICTs.  

In terms of the use of this resource, this guide does not explore the possibility of 
the material being used in combination with other educational resources and 
programmes in order to create learning experiences that respond to the needs of 
the participants. However, teachers are encouraged to do just that and, whenever 
possible, share their teaching and learning experiences. For example, the material 
could be used as an introduction to the issue of privacy as relates to new 
technologies and further resources could be selected from those included in the 
Practical Manual for the Use of Information Technologies (ages 9-11). Post-viewing 
activities that encourage further development of the lessons are suggested 
below. 



The types of activities are: practical on- and offline group activities for the 
classroom and, complementarily, activities to be carried out with the students’ 
parents or tutors. The objective of these activities is to raise the families’ 
awareness of the fact that parents also play a role in teaching how to use 
information and communication technologies (ICTs), a role that can only be carried 
out by exploring these ICTs together with their children. 



3.1. Session structure 

 

Session Structure  

Duration  55 minutes (approx.) 

Materials Needed Computer, Internet connection and writing materials  

1  Introduction (5 
min.)  

An open question is posed to the group (see 
suggested questions in each session). The 
instructor coordinates class participation; it is not 
necessary at this point to guide the discussion 
towards any specific conclusion. 

2  Viewing of 
animation (10 
min.) 

Students should watch the animation twice. They 
are then asked to express their opinions, describe 
the ideas that are transmitted and why, etc.  
 

3a  Online activity 
(30 min.)  

After the activity students participate in a group 
debate. (Activities 3ª and 3b are interchangeable: 
instructors can choose to carry out either of the 
two). 

3b  Offline activity 
(30 min.)  

After the activity students participate in a group 
debate.  

4.  Final viewing 
(10 min.)  

To conclude the session, students watch the 
animation again and summarize ideas shared 
during the lesson. 



 

 

3.1.1. Reda and Neto: Trapped in the Magic Potion  

Subject  Concept and types of personal data. 

Importance of visual images (photographs, 
videos, etc.) 

Key Idea  “You have a lot of personal data and your image 
is very important”. 

Explanation of Subject  Personal data is defined as the information 
through which a person can be identified: given 
name, surname, identity document number, 
telephone number, address, e-mail address, 
etc., as well as photographs, which are often the 
fastest way of identifying someone. 

Strangers can identify us through the 
information about us that is found on the 
Internet. 

Animation Summary A witch takes out her book of Magic Recipes. The 
ingredients of one of the recipes are different 
types of data: given name, surname, address, 
telephone number, etc. This is information that, 
when combined, and especially when used with a 
photograph, helps the witch trap Reda and Neto. 

Group Discussion Questions What kinds of personal data are there? 

Is your Messenger username an example of 
personal data?   

Why is a photograph an important piece of 
personal data? 

In-classroom Online 
Activity  

1. Choose a celebrity and look for information 
about his or her private life.  

2. What information about people close to the 
celebrity (his or her wife or husband, family, 
etc.) is available on the Internet for anyone 
ready to look for it?  



 

 

3.1.1. Reda and Neto: Trapped in the Magic Potion  

In-classroom Offline 
Activity 

1. The students form groups of 2. Each person writes 3 
pieces of personal information about his or her partner. 
Students write this information twice, on two halves of a 
piece of paper, and then cut or tear the paper in half. 
One of the halves is handed to the instructor, while 
students keep the other half, keeping its content hidden 
from their classmates. 

 

2. As in a lottery, the papers are drawn from the pile and 
the students’ personal information is read aloud. 
Students try to guess whom each set of information 
describes. Through this activity students will learn that 
sometimes a person can be easily recognized with only a 
small amount of information.  

Family Online Activity Together with a parent, the student sends an e-mail to the 
teacher from home. This document contains a list of the 
types of personal data that is usually required by forms 
filled out in person (for example, a gym membership form) 
and another list with the information usually solicited in 
Internet contexts.  

The adult should send the message from an e-mail address 
that does not reveal personal data (parents should not use a 
work address because it reveals their place of work, nor 
should they use an e-mail address that includes given and 
surnames). The parent and student team writes the 
student’s name at the end of the message. 

Key Ideas  Personal information is the data that can be used to identify 
us in a given context.  

Of course a single piece of information is not enough to 
identify someone. However, if there is other data stored in 
another place on the Internet and it is possible to link the 
pieces of information, a person can be identified. In this 
case, a person’s privacy may be compromised if outside 
parties use this information without our permission or with 
the intention of playing a joke on us, benefit from using our 
data, etc. 

While all personal data is important, a photograph is the 
type of data that most clearly identifies us. 

 



 

 

 3.1.2 Reda and Neto:  

 

Protecting the Treasure from Pirates  

Subject  Personal data is very valuable and must be protected and 
controlled. 

Key Idea “Your personal data is as precious as a treasure: protect it”.  

Explanation of 
Subject  

We must be aware of the value of personal data and develop a 
controlling attitude towards information about ourselves. 

In a global, open society, where information flows freely, the 
uncontrolled exchange or exposal of personal data is a threat to 
privacy and, on occasion, to one’s integrity, honour, and 
reputation, as the information is sometimes used to harass, 
intimidate, and blackmail. 

Indeed, there are companies and individuals that use covert, 
fraudulent or illegal operations to obtain people’s personal data in 
order to achieve economic benefits, who steal people’s identities, 
or rob information directly from people’s computers through 
malware (viruses, trojans, worms, spyware…). For this reason, it is 
also important to have the technical means to prevent this access 
to and theft of data.  

 

Animation 
Summary 

In class, the teacher insists on the importance of caring for our 
personal data. Neto imagines himself facing pirates, defending a 
chest containing personal data that is as precious as a treasure, 
while riding the high seas with his classmate Reda. When they see 
that the pirates are approaching, they use their defensive 
weapons, canons labelled with the names of computer security 
measures (firewall and antivirus), to fight them off. 

 

Group 
Discussion 
Questions 

What are some situations in which you have been asked to share 
personal information? 

Why are we asked to provide a lot of information when we join 
websites? What do the websites do with this information? 

Do you know anyone whose password for  Messenger, Tuenti or 
another website has been stolen? What could happen if our 
passwords got stolen? 

 



 

 

 

 3.1.2 Reda and Neto:  

 

Protecting the Treasure from Pirates 

In-classroom 
Online 
Activity  

Find an online contest aimed at children and find out what kind of 
data is requested in order to participate. Is all that information 
necessary? Does the site check whether we are 14 or older? 

In-classroom 
Offline 
Activity 

In groups of 4, students create two lists: 

1) The consequences of someone having a lot of information 
regarding other person, being able to pose at that person and joining 
a social network with that person’s identity. For example, can an 
advertisement be placed in the person’s name? What consequences 
could that have? 

2) Possible effects of someone stealing our password to a social 
network and changing it or using our account without our 
knowledge: what if the person uses the password to access private 
information saved in our profile? 

 

Family Online 
Activity 

With a parent, the student sends an e-mail to the teacher from 
home. The student-parent team sends a message or document that 
contains the webpage addresses of 3 contests aimed at children and 
3 other websites intended for children. 

In each of the six cases, the family should identify what information 
is requested, whether a minimum age is mentioned and how data is 
collected and the location of information related to terms of use and 
privacy. 

They must also decide whether they think the sites are trustworthy. 
Thus, students and parents will learn to approach websites with a 
critical eye, analyzing the content’s origin, trustworthiness, and 
intention.   
 
Support References: www.chaval.es is specifically geared towards 
minors. Tuenti does not allow children under 14 to create accounts or 
give information, though in reality the site has not been able to 
prevent this from happening. Social networks and/or clubs associated 
with products or television shows for children are also common. 

 

 

 

http://www.chaval.es


 

 

 3.1.2 Reda and Neto:  

 

Protecting the Treasure from Pirates 

Key Ideas  If we are asked to share our personal data and we are under 14, we 
must ask permission from our parents or teachers. In sum: 

 • No one can ask for our personal data.  

 • We can, however, be asked for a piece of data as a way of 
contacting our father, mother or guardian in order to request their 
permission.  

 

We can protect our personal data through the following two actions:  

 • Not giving out personal data or writing it down in places 
where other people can see it.  

 • Protecting our computers from malware that could access our 
information.  

 

 



 

 

 3.1.3 Reda and Neto:  

 A Medieval Adventure and Data Trading 

 
Subject  You have the right to protect your privacy and to refuse to provide 

other people with unnecessary information.  

Key Idea “You have the right to not share all of your personal information”.  

Explanation of 
Subject  

The collection of personal data is often inordinate: sometimes data 
is required unjustifiably in order to receive a service and other times 
it is simply requested, not required, but with ulterior motives.   

The most serious cases are those in which the site’s aim is the 
indiscriminate collection of data, which is then used to create 
profiles that are later sold to companies specializing in electronic 
marketing that provide no services—they are scams that use hooks 
to pique our interest. 

Sites also frequently fail to complete the requirements regarding the 
management of data, both in collecting it and using it at a later 
time. For example, such is the case when sites fail to provide 
information about their purpose in collection users’ information. 

In the case of minors, we need to emphasize that they must not 
provide sites with any unnecessary data and that sites should 
always require permission from their parents or guardians.  

 

Animation 
Summary 

Reda travels to the Medieval times, when trading and bartering 
were necessary for survival. In order to trade, Reda must gain 
access to the inner city through the gates of the city wall. But Reda 
must offer something to the guards in exchange for her passage to 
the inner city. In her basket, she is carrying coins, which represent 
her personal data. She hands one coin over, but the guards 
demand more. Then Neto, a knight, appears and gives his friend a 
lance. They fight the guards together. Reda and Neto set off for 
another city, but this time Reda grabs her own lance, preparing 
herself to defend her data in the future.  

 

 

 



 

 3.1.3 Reda and Neto:  

 A Medieval Adventure and Data Trading 

 
Group 
Discussion 
Questions  

What information do you think should be necessary in order to 
participate in an online activity (for example, a survey, contest or 
club)? 

Why is it a good idea to provide only necessary information while 
using the Internet?  

What do you think websites do with our personal data? 

Have you ever read the terms of use and privacy conditions 
regarding the data that we provide online? Did you understand 
them? 

In-classroom 
Online 
Activity  

Explore the data requested on three websites (the three used in the 
previous lesson can be used) and decide what data is unnecessary 
and why the sites might be asking for this information. The teacher 
can focus this activity on online games if he or she wishes.  

 

In-classroom 
Offline 
Activity  

In groups of 4, students choose different types of personal data 
(relating to identification, health, etc.) and make a list of the 
possible ways that other people may use this data. 

For example, a telephone company not only requires the necessary 
data (name, ID number, age, bank account number and address) 
from its customers, but also requests other information, such as 
number of siblings, number and model of family vehicles and 
whether the family owns a second home. What use does the 
telephone company have for this information? What if the phone 
company gives or sells this information to other companies? Can 
they do that?   

Family Online 
Activity  

With a parent, the student sends an e-mail to the teacher from 
home. The student-parent team sends a message or document in 
which they analyze the information that has been requested of them 
to open a free e-mail account from Hotmail, Yahoo, Gmail, etc.  

For each piece of data, the student and parent indicate whether its 
inclusion was optional or required and whether or not they think the 
information is necessary to the company in order for it to provide the 
service. If some of the required data does not seem necessary, the 
student and parent will discuss how certain companies or sectors 
that could benefit from this data. 

 

 

 



 

 

 

 3.1.3 Reda and Neto:  

 A Medieval Adventure and Data Trading 

 
Key Ideas  Companies have a tendency to collect personal data that can 

be used to create profiles and define consumer markets. 
However, on occasion these companies obtain a direct 
economic by selling this data. 

Since foreign online services are not subject to the 
regulations imposed by our government, it is possible that in 
certain situations we may not be able to avoid that 
companies take advantage of our personal data. We, as 
users, must maintain a watchful and active attitude 
regarding these practices and ignore or reject sites that do 
not respect basic ethical principles.   

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 



3.1.4. Reda and Neto: Intergalactic Messengers  

Subject  We must also care for the personal data of others.  

Key Idea “Others’ personal information does not belong to you, but protect it 
as if it were your own”.  

Explanation of 
Subject  

Caring for yourself is of vital importance, but caring for others is a 
basic principle of coexistence and civic responsibility. This is of 
course true in the context of privacy protection, since exhibiting an 
active and responsible attitude regarding one’s own privacy means 
nothing when this privacy is threatened by irresponsible behaviour 
exhibited by those close to you.  

Everyone is responsible for respecting and protecting the privacy of 
others. Digital communication and social networks lead people to 
share private, personal information. If this information goes beyond 
one’s close circle of friends and becomes public, there could be 
unwanted consequences.  

Possessing a piece of personal data or holding a photograph of 
another person does not give us the right to use this information 
and much less share this information with other people. Every 
individual must decide for him- or herself what to do with his or her 
personal data.  

  

Animation 
Summary 

Reda and Neto are intergalactic messengers carrying data, their 
own and that of others, from one side of the universe to another. 
Reda also wants to send some images. First, she sends one in that 
shows only her. Then, she wants to send a photograph in which 
both she and Neto appear, but Neto asks her not to do so. Later, 
though she thinks about sending another photograph that shows 
two other people, she decides not to send the image for now 
because she does not have permission from the people that appear 
in the photo.  

Group 
Discussion 
Questions 

Has anyone ever shared information about you with another person 
or exposed the information in public? Did it cause any sort of 
problems for you? What about a photograph? A video? 

Do you think it’s okay for everyone to have access to your personal 
information and photos of you? What if this access is made possible 
by another person? 

Would you prefer that your friends didn’t upload photos of you onto 
the Internet? Have you told them how you feel? 

 

 

 



3.1.4. Reda and Neto: Intergalactic Messengers 

In-classroom 
Online 
Activity  

Search for web pages or places online where people’s data is on 
public display.  

In-classroom 
Offline 
Activity  

Every group of 4 students is given a paper with the name of a famous 
person written on it (they keep the name hidden from the other 
groups). After writing the names of the students in their group on the 
back of the paper, the group gives the paper back to the teacher. 

Each group then randomly selects one of the papers (if they choose 
their own, they exchange it for another). The rest of the class, besides 
the students whose names figure on the back of the card (their names 
are read aloud), tries to guess the name of the famous person based 
on the clues that the group gives them. Groups may not make 
reference to the famous person’s given name or surname. 

Students attempt to discover the identity of the rest of the famous 
people through information provided by others. The groups whose 
celebrities’ identities are not discovered are the winners.  

Family Online 
Activity 

With a parent, the student sends an e-mail to the teacher from home. 
The student-parent team sends a message or document in which they 
list the addresses of at least 3 websites in which personal data is 
shown openly. They capture a screen shot of each of the examples 
found.   

 

Key Ideas  Individuals decide for themselves what is done with their personal 
data: we cannot use other people’s personal data without their 
permission. Possessing a piece of data, including a photograph, does 
not give us the right to use it. 
 

It is a common practice to share photographs online through social 
networks and too frequently this sharing is done without the 
permission of the people that appear in the photos. Even apart from 
the legal issues involved, this practice represents a violation of others’ 
privacy. 
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